
Real-time Object Classification and Novelty Detection for Collaborative Video
Surveillance

Christopher P. Diehlz

Applied Physics Laboratory
Johns Hopkins University

Laurel, MD 20723

John B. Hampshire II

exScientia, LLC
85 Speen Street, Lower Level

Framingham, MA 01701

Abstract
To conduct real-time video surveillance using low-cost commercial

off-the-shelf hardware, system designers typically define the classi-
fiers prior to the deployment of the system so that the performance of
the system can be optimized for a particular mission. This implies the
system is restricted to interpreting activity in the environment in terms
of the original context specified. Ideally the system should allow the
user to provide additional context in an incremental fashion as condi-
tions change. Given the volumes of data produced by the system, it is
impractical for the user to periodically review and label a significant
fraction of the available data. We explore a strategy for designing a
real-time object classification process that aids the user in identifying
novel, informative examples for efficient incremental learning.

1 Introduction
A distributed video surveillance system provides a low-cost

means of monitoring activity within a given environment. Yet
without automation, the user will be unable to effectively uti-
lize the system to detect relevant activity in a timely fashion.
Ideally, a video surveillance system should provide the user
with an integrated view of the environment that allows the user
to detect and respond to ongoing events. For many scenarios
within the civilian and military sectors, real-time interpreta-
tion is required for the information produced by the system to
be valuable.

Given the challenge of achieving real-time performance on
low-cost commercial off-the-shelf hardware, system designers
typically define the classifiers prior to the deployment of the
system so that the performance of the system can be optimized
for a particular mission. This implies the system is restricted
to interpreting activity in the environment in terms of the origi-
nal context specified. For uncertain or changing environments,
the necessary context to interpret the environment cannot be
completely defined beforehand. Therefore the system should
allow the user to provide additional context in an incremental
fashion so that the classifiers continue to provide the relevant
information meeting the user’s needs.

When designing a classifier to interpret the video data, we
require a set of labeled training examples to estimate the classi-
fier parameters. While the surveillance system is in operation,
we obtain volumes of data. Yet it will often be impractical
to review and label a significant fraction of the data. What is
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needed is a collaborative process that focuses the user’s atten-
tion on the novel, informative examples for review and label-
ing. By selecting the most informative examples, our goal is to
minimize the burden on the user while maximizing the rate at
which the system learns the underlying concepts.

In this paper, we discuss the issues associated with the de-
sign of a real-time process for object classification and nov-
elty detection. We present a strategy for addressing the prob-
lem and investigate the performance of the classifier designed
for Carnegie Mellon’s CyberScout semi-autonomous, mobile
video surveillance platform [15].

2 The Design Philosophy
For many of the real-time video surveillance systems dis-

cussed in the literature, the common objectives are to de-
tect, classify and track objects of interest in the environment
[1, 2, 6, 7, 8, 10]. Typically the video stream is analyzed by
a series of processes that perform each of these tasks. The
motion detector nominates candidate motion regions in each
video frame. The tracker associates motion regions across
video frames, producing image sequences for each candidate
moving object. The classifier analyzes the image sequences
incrementally and associates an image sequence with the most
likely object class.

We will focus on designing the classifier responsible for ef-
ficiently labeling the image sequences and assessing classifica-
tion confidence. Our objective will be to simultaneously op-
timize the following design parameters: computational com-
plexity, classification performance and rejection performance.
The issue of computational complexity will be the dominant
concern in the design. Given that our goal is to deliver informa-
tion about ongoing activity to the user in real-time, simplicity
will be stressed whenever possible.

In order to specify the image sequence classification pro-
cess, the following components must be defined: the represen-
tation of the image sequence, the classifier’s decision process
and the procedure for learning the classifier from the data. We
consider each of these components next.

3 The Image Sequence Representation
The role of the representation is to provide a description of

the image sequence that captures the necessary information for
object classification and novelty detection in a form that sup-
ports real-time processing. The real-time constraint dictates



Figure 1: Example image sequences

computational simplicity; whereas novelty detection requires
a high-dimensional feature space to aid in discriminating be-
tween the known and unknown object classes. Therefore the
challenge is to identify a representation with the appropriate
level of complexity that achieves a balance between these con-
flicting constraints.

The image sequences assembled by the motion detector and
tracker provide spatiotemporal data about the moving objects
in the scene. Several examples are shown in figure 1. In these
examples, one can observe several sources of variability that
we must contend with. Images within a given sequence vary
in size due to changes in object aspect and shape. Images also
vary in resolution as the range from the object to the sensor
changes. Object positions within the image are offset when
partial detections or other image variations occur. Other chal-
lenges are caused by occlusion, lighting variation and nonuni-
form sampling of the environment.

For real-time object classification, we argue that the cost of
exploiting the variation in appearance as a discriminator does
not justify the potential benefits in classification performance.
To leverage this information, significant effort will be required
to compensate for the malicious effects caused by changes in
the environment, occlusion and nonuniform sampling. At the
same time, the data requirements for acceptable generalization
performance will be substantial since the system must learn
to classify appearance variations at various resolutions and as-
pects.

By limiting our focus to spatial features, the representa-
tion design task becomes one of defining an image represen-
tation. In recent work on appearance-based object detection
and classification in static imagery, excellent performance has
been achieved by classifying the images directly or features
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derived from the images using (over)complete wavelet dictio-
naries [11, 13, 14, 16, 18]. Ideally we would like to learn a
representation that is well matched to the specific object clas-
sification task. By specifying a parameterized or overcomplete
representation, the learning procedure can search over multi-
ple feature spaces for a particular representation that optimizes
the specified objective function. In the work cited above, the
objective is to discriminate between the various object classes
which are all represented in the training data. We will now
consider the problem of learning to discriminate between the
known object classes in a manner that supports novelty detec-
tion.

4 Image Sequence Classification
Since the classification process will examine only the spatial

features of each image, the classification of an image sequence
becomes a two-step process as shown in figure 2. In the image
classification phase, the current image Sj from the image se-
quence S is analyzed to determine the most likely class label
!Sj . Then in the sequence classification phase, the evidence
from the classification of the current image is integrated with
past evidence to produce an overall decision with a confidence
level.

4.1 Partitioning the Image Feature Space
Learning to map a given image feature vector S j to the most

likely class label!Sj involves learning a partition of the image
feature space. Figure 3 illustrates our objective graphically.
Given a set of training images and their corresponding class
labels, we want to learn a partition that maps regions of the
image feature space to one of the specified object classes where
significant data exists to support the decision. In other regions
of feature space where little to no data exists, feature vectors
will be rejected.

The partition is generally represented in terms of a set of C



parameterized discriminant functions gk(X j�) where

gk(X j�)�max
i;i 6=k

gi(X j�) > 0 (1)

when the feature vector X maps to the class label! k [5]. The
set of feature vectors satisfying equation 1 define the decision
region Rk. Given our objective, it may seem natural to derive
estimates of the a posteriori class probabilities P̂(!kjSj) and
define the discriminant functions as

gk(Sj) = P̂(!kjSj): (2)

Coupling this set of discriminant functions with the rejection
rule

g�(Sj) = max
k2[1;C]

gk(Sj) < 1� Æ �! reject decision (3)

leads to an approximation of the Bayes-optimal classification
and rejection strategies [3].

Unfortunately there are problems with this approach. As-
suming for the moment that we can estimate the posterior prob-
abilities for a given feature vector Sj , the estimate of the prob-
ability of correct classification g�(Sj) will provide misleading
results when the training data is not consistent with the un-
derlying distribution [12]. To understand this problem, con-
sider a simple two class problem. The posterior probabilities
P(!kjX); k 2 f1; 2g are by definition equal to

P(!kjX) =
p(X j!k)P(!k)

p(X j!k)P(!k) + p(X j!k)P(!k)
: (4)

If we evaluate the posterior probabilities for samples from an
unknown outlier process, we will find that the probability of
correct classification is nearly equal to 1 for some samples with
very small likelihoods p(X j!k); k 2 f1; 2g. This problem
stems from the fact that the unconditional density p(X) in the
denominator of equation 4 deviates significantly from the true
unconditional density in certain regions of the feature space.
This indicates that in domains such as surveillance where the
training sample is not representative of the underlying distri-
bution, estimating the probability of correct classification will
not provide a valid estimate of classification confidence.

Another approach for defining the partition involves estimat-
ing closed decision regions with minimal volume that encom-
pass the majority of training examples. The decision regions
can be obtained indirectly by thresholding density estimates
or directly by estimating indicator functions that define the re-
gions [17]. We will directly estimate closed decision regions
with minimal volume that encompass a specified fraction of
the training examples.

Given we will not be able to employ a bootstrapping process
to obtain a large number of representative false alarm exam-
ples, minimizing the volume of the decision regions appears to
be the only means by which the image classifier’s false alarm
rate can be controlled. By definition the false alarm rate PFA of
the classifier is

PFA =

CX
k=1

Z
Rk

p(X j!other)dX: (5)
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Figure 4: Examples of image sequence class label distribu-
tions: (a) confident classification: vast majority of the images
lie in one decision region (b) consistent rejection: significant
fraction of the images lie in the rejection region (c) classifier
confusion: images distributed over two or more regions

This allows us to state unequivocally that if a decision region
Ra is a proper subset of Rb (Ra � Rb), Ra will yield a lower
false alarm rate. Assuming Ra and Rb produce the same prob-
ability of detection,Ra clearly offers superior performance. In
the more general case where Ra \ Rb 6= ; and Ra 6� Rb, it
is impossible to make any definitive claims about the relative
false alarm performance; yet we believe on average that the
smaller decision region will provide a lower false alarm rate.

If the representation allows one to parameterize the underly-
ing feature space in multiple ways, the learning procedure can
search for the parameterization that allows one to construct the
smallest decision regions with a specified probability of de-
tection. The challenge is to define a proper measure of deci-
sion region volume that allows one to compare decision regions
across parameterizations. In this paper, we do not address this
issue in rigorous detail. In our initial experiments, we employ
a simpler measure that is related to the decision region volume.
We will discuss our specific approach in the next section.
4.2 Classifying Class Label Sequences

As the image classifier processes a series of images of a
given object, a sequence of class labels is produced. Based
on this class label sequence, we wish to assign a class label to
the image sequence along with a level of classification confi-
dence. The class label sequence provides two types of infor-
mation. First, a set of possible class labels is obtained along
with the relative frequencies of occurrence of each class label.
In addition, the sequence captures the transitions between the
class labels as the appearance of the object changes over time.
The question we wish to address at this point is whether the
class label distribution is sufficient to reliably classify image



Figure 5: CyberScout all-terrain vehicle

sequences of known objects and detect image sequences of un-
known objects and novel views of known objects.

Whether or not the class label distribution is sufficient is ac-
tually determined by the image representation and the partition.
In order to reliably classify known objects and detect unknown
objects and novel views of known objects based on the class
label distribution, we must be able to successfully discrimi-
nate between such examples in the image feature space. If the
combination of image representation and partition provides the
necessary discrimination power, the class label distributions in-
duced by known objects, unknown objects and novel views of
known objects will be sufficiently separable in class label dis-
tribution space. Ideally one would hope that the image classi-
fier reliably and consistently classifies or rejects the images in
a given sequence as illustrated in figures 4(a) and (b), thereby
simplifying the image sequence classification task. Yet the re-
ality is that image sequences will often induce a mixture of
classifier outputs as illustrated in figure 4(c) indicating classi-
fier confusion. When classifier confusion does occur, our abil-
ity to discriminate between known and unknown objects does
not necessarily decrease significantly. As we shall see later,
certain unknown object classes may actually display patterns
of classifier confusion that are different from those associated
with the known object classes. Therefore the task of identify-
ing the unknown object image sequences remains tractable.

Since it is not clear what additional patterns could be effi-
ciently exploited in the history of the class label transitions, our
approach to sequence classification will entail mapping class
label distributions to one of the known object classes. We will
learn a partition of the class label distribution space from the
training data and classification confidence will be assessed in a
principled manner. We will withhold our discussion of classi-
fication confidence until later, since our approach is connected
with the learning procedure.

5 Experimental Results
5.1 The Classification Task

To evaluate this general strategy, we designed an object clas-
sifier to classify image sequences observed by the CyberScout
mobile video surveillance platform as either individuals (per-
son), groups of people (people) or cars (car). The image and
sequence classifiers were trained on image sequences obtained

from several data collections on the Carnegie Mellon campus.
Since the motion detector generally provides a reasonable seg-
mentation of the moving objects, we chose to classify size-
normalized binary images of the moving objects. Size normal-
ization is achieved by first resizing each binary image so that
the largest dimension is a fixed dimension N . The resized im-
age is then zero-padded to produce a squareN�N pixel image
with the original image in the center.
5.2 Image Classification and Rejection

To estimate a set of closed decision regions encompassing
the training examples from the various object classes, we first
learn a large margin partition of the image feature space by
minimizing the objective function

1

2
k�k2 � �

MX
i=1

�(Æ(Xij�);  ) (6)

over the discriminant function parameter space � [9]. The dis-
criminant differential (multi-class margin) Æ(X j�) is defined
as the difference between the discriminant function associated
with the correct class and the largest other discriminant func-
tion. If a given feature vector X has a class label ! c, then the
discriminant differential for this example is denoted as

Æ(X j�) = gc(X j�)� max
k;k 6=c

gk(X j�): (7)

�(Æ;  ) is a parameterized, monotonically increasing function
of the discriminant differential that allows one to vary the
tradeoff between margin maximization and training error min-
imization. Note that this objective function is a generalization
of a standard formulation of support vector learning which
is ideally suited for learning partitions of high-dimensional
spaces from sparse datasets [4]. Once the initial partition is
learned, we define the rejection regionRreject by estimating C
differential thresholds ÆRk

that yield a given class-conditional
probability of detection on a validation set. All images that lie
within the portion of the decision region Rk defined by

0 � gk(X j�)�max
i;i6=k

gi(X j�) � ÆRk
(8)

will be rejected.
When selecting a class of discriminant functions to use, we

need to ensure that the discriminant function class induces
closed decision boundaries in the space where the data lies.
Let us consider the logistic linear form. The logistic linear dis-
criminant function gk(X j�k; �bk ) for class !k is defined as

gk(X j�k; �bk) = f(�TkX + �bk ) (9)

where

f(x) =
1

1 + e�x
; (10)

For classification problems where C > 2, thresholding the dis-
criminant differential leads to decision boundaries that form
semi-infinite wedges in feature space [4]. Since the set ofN�N



Resolution 30x30 30x30 20x20
Normalization None Center of Mass Differential

Median Rejection Rate 0.38 0.42 0.72

Table 1: Median foliage rejection rates obtained over a series
of 50 trials where the classifier is trained on different random
partitions of the training data

binary images define the vertices of an N 2-dimensional hyper-
cube, the logistic linear form induces closed decision regions
on the surface of the hypercube as desired. By increasing the
threshold, the volume of the closed decision region decreases.
Therefore we will control the size of the decision regions indi-
rectly by maximizing the separability of the data.

We conducted a series of experiments to evaluate the per-
formance of the classifier when trained on normalized and
unnormalized images of various resolutions [4]. Two differ-
ent normalization techniques were investigated. The first in-
volved centering the images horizontally based on the center
of mass. The second involved horizontally translating the im-
ages to maximize the resulting differential during training and
testing.

After training on normalized or unnormalized images, the
classifier generalizes successfully on the test set. Yet the clas-
sifiers trained on the unnormalized and centered images fail to
reject a majority of a set of false alarm images generated by
moving foliage as indicated in table 1. Examining the false
alarm results, one notices that the majority of false alarms are
classified as people. This is not surprising. Groups of people
walking together can be observed in a variety of configurations
relative to one another. This leads to a highly unstructured
weight layer for the people discriminant function and a long-
tailed distribution for the differential Æpeople. To achieve a high
probability of detection for the people class, we are forced to
set the differential threshold low, which leads to the high false
alarm rate.

To overcome this deficiency, we investigated the effective-
ness of the procedure whereby the image is horizontally trans-
lated to determine the translation that maximizes the differ-
ence between the largest and next largest discriminant function
output. When employing this strategy, we are simultaneously
learning a transformation of the image space and a partition
of the resulting space that are complimentary. The classifier
normalizing 20x20 pixel images in this manner yields a 30%
median improvement in rejection performance when compared
with the 30x30 pixel image classifier processing centered im-
ages. This comes at the cost of a minor reduction in classifi-
cation performance and added computational complexity due
to the need to evaluate the classifier for multiple translations of
the size-normalized binary image.

Examining the class-conditional differential distributions, it
is clear that this technique eliminates the long-tailed distribu-
tions that plagued the previous classifiers. This allows one to
set the differential thresholds significantly higher to minimize
the decision regions. Yet in retrospect, it is not clear that we

People Rejected People Rejected People

People Car Car Car Car

People Car Car Car People

People People People People Car

Rejected Rejected Rejected Rejected Rejected

People Rejected Rejected Rejected Car

Figure 6: Novel image sequences identified by the image se-
quence classifier

can attribute the dramatic improvement in performance to re-
ductions in the size of the decision regions. The transformation
of the image space that we have learned is a many-to-one map-
ping. Therefore it is difficult to argue geometrically that we
have effectively controlled the false alarm rate. More work is
needed here to complete this story. At this point, our major
question is whether such a simple, real-time classifier process-
ing low resolution images of moving objects can provide a use-
ful novelty detection capability. We pursue this next.

5.3 Novelty Detection

Once the image classifier is trained, we process the training
image sequences to derive the associated class labels for train-
ing the sequence classifier. Each training image sequence has a
corresponding class label distribution which is simply the rela-
tive frequencies of each class label in the class label sequence.
Using these class label distributions, we trained a logistic lin-
ear classifier to partition the class label distribution space.

As the sequence classifier processes the observed image se-
quences, the image sequences assigned to a given class ! k are
rank ordered based on the likelihood p(Æj! k) [4]. Given that
the likelihood is generally monotonically increasing with in-
creasing differential, we sort the image sequences based on the
differential produced by the sequence classifier. This allows
the user to quickly focus on the examples, such as those in fig-



ure 6, that cause the greatest degree of confusion for the current
classifier.

In order to evaluate the utility of the 20x20 pixel image se-
quence classifier, we classified and sorted a test set of image
sequences consisting of examples from the three known classes
along with image sequences of bicycles, trucks and vans. Our
main objective was to determine whether this process would
allow the user to easily detect many of the examples from the
unknown classes by simply scanning through a small subset of
the sorted observations. In the case of the bicycle class, 70%
of the observed examples were in the top 20% of the data as-
signed to the people class. Bicycles typically caused unique
patterns of classifier confusion which simplified their identi-
fication. If the classifier was able to view the bicycle from
multiple perspectives, it was more likely to produce a mixture
of rejections and class labels. Trucks and vans, on the other
hand, could not be successfully discriminated from cars. Only
vehicles like FedEx trucks produced classifier confusion be-
cause their appearance varies significantly from cars. At such
low resolution, it is nearly impossible to reliably distinguish
between cars, trucks and vans.

Other image sequences from the known object classes pro-
ducing small differentials illustrate concepts the current classi-
fier has not captured. For example, since many of the car train-
ing examples show side views, vehicle observations exhibit-
ing major aspect change caused classifier confusion. In several
preliminary experiments, we have seen that actively selecting
such examples in an incremental learning framework can ac-
celerate concept acquisition [4].

6 Conclusions
The initial results we have obtained are encouraging; but

it is clear much work remains. In order to detect more sub-
tle class distinctions, we must operate in higher dimensional
spaces. The challenge is to preserve real-time performance as
we increase the dimensionality. We must also explore meth-
ods for jointly learning a feature space and partition that are
complimentary. Efficiency in representation is critical to meet
our performance objectives. We will continue to explore these
issues in our future work.
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